
Using Mobile Phone Data to Make Policy Decisions - Malawi Use Case 

 

A. FAQ (Frequently Asked Questions)  

 

1) Is the sample representative? How can we project population using Mobile Network Operator 

(MNO) data when it is estimated that only 42% of the population has a cellphone?  

 

We have strong reasons to accept the Mobile Network Operator (MNO) data as representative. 

The MNO provider provides coverage to an estimated 95% of Malawian cellphone users. Given 

that it offers comparable rates and services to its main competitor, there would be no reason to 

expect demographic differences between the two companies’ user bases. In fact, the two 

services are often used interchangeably, sometimes on the same phone, to take advantage of 

various promotional offers.  

 

We nonetheless took steps to validate this assumption. As discussed in the paper, we validated 

population projections using MNO data by comparing the predicted population against census 

data collected in 2018. The paper found less than 5% discrepancy across all districts, strongly 

suggesting that the MNO users constitute a representative sample.  

 

There can be differences between phone users and non-phone users. Mobile phone coverage 

in Malawi is estimated at 42%. Non-mobile users are likelier to be poor and female, two groups 

more likely to use public health services. We therefore weighted our optimization to reflect 

disease burden in each sub-district in order to compensate for this potential under-

representation. This did not significantly change the recommendations. 

  

2) Can we identify Personal Identifying Information (PII) that puts people at risk? 

 

No. No Personal Identifying Information (PII) was used in the study. Phone numbers were 

hashed within the MNO provider’s secure servers before the MNO data were shared with 

researchers. The data were shared with the approval and under the oversight of Malawi’s 

Communications Regulatory Authority (MACRA) and Malawi’s National Commission on Science 

& Technology Institutional Review Board (IRB), which provided ethical clearance for this work. 

This data was stored on in-country servers in compliance with regulatory requirements. Health 

data was aggregated to the facility level, so no individual patient-level data was used. For the 

analysis, the data was further aggregated up to the sub-district level (Traditional Authority), a 

level of resolution comparable to existing publicly available datasets. 

 

3) Do we use patient-level data in our analysis? 

 

No. The disease-burden data used was based on monthly aggregated figures at the facility 

level. The data were collected through the country's DHIS2, an encrypted electronic health 

system. Access to the data was authorized by a national Institutional Review Board (IRB) 

overseen by Malawi’s National Commission for Science and Technology and was restricted to 

designated researchers with the proper credentials. Researchers could only view aggregated 

https://dhis2.health.gov.mw/dhis-web-commons/security/login.action


facility level data for each indicator—that is,  the monthly sum for each indicator. There was 

therefore no patient-level data involved in the study. This facility-level data was summed to the 

district level to construct the weights for the analysis. 

 

4) Would it be possible to link patient data with cellphone data? For example, could someone 

see whether a person had been to a health clinic and then identify their health status? 

 

No. While re-identification based on MNO data is theoretically possible (see Kondor et al 2018), 

it requires both individual MNO level data and a separate database that contains both 

movements and personal identifying information. These risks were mitigated in this study by 

aggregating the anonymized MNO data to the catchment area level prior to any analysis, 

therefore diluting the resolution. The health data was similarly aggregated to the facility level 

before being made available to researchers. It contains no information on individual patients 

visits, their movements or their health status.  

 

The two datasets exist on separate, secure servers and were both aggregated up to the sub-

district level (Traditional Authorities) before being merged.  

 

5) How was individual data masked? 

 

Specifically, MNO technicians used a 128 bit hash to encrypt user phone numbers. In 

accordance with Malawi regulations, a copy of this data was retained in-country. Researchers 

working on a secure server worked with the anonymized data and aggregated to the catchment 

level to provide inputs into the optimization algorithm.  

 

Patient level visits were never visible to the researchers. Instead they were aggregated by 

facility within the DHIS2 system. These were made available to the researchers as the total 

number of visits, diagnostics and tests for a facility in a given month. 

 

6) What would be required to have this work submitted to a peer reviewed journal?  

 

In order to submit this paper to a peer-reviewed journal, the results must be replicated and 

subjected to robustness checks. This entails the following steps: 

 

1. Consolidation of scripts and aggregated data in order to allow the results to be replicated 

2. Replication and robustness checks, verifying assumptions made and consistency of 

results when assumptions are loosened 

3. Formatting the paper for the appropriate journal (We recommend arXiv or Gate Open 

Research) 

4. Submission and review, re-running results accounting for issues flagged by referees 

5. Editing, publication, and data sharing, making an aggregated, anonymized dataset 

available for the results to be verified 

 

 



B. Risks, Challenges, and Mitigation 

The risks and challenges presented by this project fall into three categories: ensuring the 

sustainability of the work, protecting the data from potential breaches, and ensuring the privacy 

of user data. Further detailed recommendations for a proposed Phase II addressing these 

issues are outlined in a separate appendix. 

Sustainability 

Concern: Ensuring that this project was not a ‘one-off’, but rather a first use-case in 

building a data infrastructure that will inform future decision-making with the Government 

of Malawi.  

Mitigation: The government and relevant stakeholders were engaged from the beginning 

of the project, and the use-case developed in reflection of their needs. The project 

incorporated the country’s capital investment plan as central to its analysis. Feedback 

was solicited throughout, culminating in a workshop where the results were shared with 

key stakeholders for their input.   

Recommendation: A nationwide data-user campaign, engaging health workers with the 

data through a user-friendly interface integrated into their existing health information 

system platform. 

Data protection 

Concern: Given the sensitive and proprietary nature of the data, it must be protected 

against potential breaches allowing unauthorized third parties access. 

Mitigation: The research team took a number of steps to ensure against data breaches. 

All data was stored on secure servers, hosted in-country as per regulatory protocols. 

Access to these servers was restricted to the sysadmin, who only made aggregated data 

available to the research team. Authorization to use the data for research was approved 

by Malawi’s National Commission on Science & Technology’s Institutional Review Board 

(IRB) and the Malawi Communications Regulatory Authority (MACRA). Access to the 

aggregated data was restricted to researchers with appropriate credentials and every 

access logged. 

Recommendation: Working with the MNO provider and Malawian regulators to build a 

data pipeline, where these steps become part of the standard operating procedure to 

ensure against data breaches.  

Data privacy 

Concern: Potentially sensitive data on individual movements through their call records or 

health records could be used to identify them, violating their right to privacy.  

Mitigation: Call detail records from the Mobile Network Operator (MNO) were 

anonymized using a 128-bit hash algorithm so individual phone-numbers could not be 

recovered. To guard against re-identification, call records were further aggregated up to 

the catchment area level. Health records were anonymized and aggregated up to the 

facility level before being made available to the researchers.  



Recommendation: Demonstrate and disseminate best practices to ensure data 

confidentiality. Re-identification is possible when there are two datasets on the same 

population, one of them containing identifying information. Ensuring such large, sensitive 

datasets are not available will mitigate the risk of them being overlaid with MNO data. 

If widely disseminated, the consistent attention paid to data privacy and data security 

over the course of this project can serve as a benchmark for similar uses of large 

commercial datasets to inform the design of social programs.  Ideally, establishing this 

benchmark will help raise data-privacy standards in health and development programs. 

Finally, these risks must be weighed against the social benefit to be gained by using the 

records to plan Malawi’s health investments.  Using these data to locate health facilities 

will bring health facilities within walking distance of 226,000 Malawians who otherwise 

would not have had health care. 
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